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IHoJi0:xeHue
00 MHpOPMALMOHHOI 0€30IIACHOCTH
MYHHUIHMIAJIBHOI0 OI0’KETHOT0 00111e00pa30BaTeJIbHOIO CpeaHel
o01meo0pasoBaTe/ibHOM HIKOJIBI Ne 16 moc. KpacHoce/ibCKOro MyHMIMNAJIBLHOIO
oOpa3oBanus I'yabkeBuuckuii paiion umenu U.I1. @enoposa

1. O0mme MoJI0KEHHSA.

[Tonoxkxenne 00  uMHPOpPMALMOHHOW  OE30MACHOCTH  MYHUIMIAIBHOIO
O101KETHOTO 00111e00pa30BaTEIBLHOIO CpeAHel 001Ie00pa3oBaTeIbHOM MIKOIBI Ne 16
noc. KpacHocenbCKOro MyHHULHMIAIBHOTO 0Opa3oBaHus ['yJIbKEBUUCKHI paiioH
nmenu N.I1. ®egopona

1.1. (manee - [lonoxenue) paspadorano B coorBeTcTBUM ¢ DenepanbHbIM
3akoHOM Ne 273-®D ot 29.12.2012 r. «O6 o6pazoBanuu B Poccuiickoii
Oenepanuny», DeaepanbHbiM 3akoHOM Ne 152- ®3 or 27.07.2006 1. «O
MEPCOHANBHBIX JaHHBbIX», DenepanbHbIM 3aKk0oHOM Poccuiickon @enepauuu OT
27.07.2006 roga N 149-®3 «O06 unbopmainyu, ”HPOPMAITMOHHBIX TEXHOJOTHUSX U O
3amuTe uHGopMmanun», [luceMom @enepaibHOTO areHTCTBa MO OOPA30BAHUIO OT
29.07.2009 r. Ne 17-110 «O6 obecnedyeHHH 3alUThl TEPCOHATBHBIX JTaHHBIX).
[Tucemom MununctepctBa obpazoBanust U Hayku P® or 13.08.2002 r. N 01- 51-
088uH «O0 opraHu3anuu UCIOIb30BaHUANH(OPMAIIMOHHBIX ¥ KOMMYHHUKAIIMOHHBIX
pecypcoB B 001meo0pa3oBaTebHBIX  YUpexAeHUsx»,  l[locTaHOBIeHHEM
[TpaButensctBa Poccuiickoii denepanum ot 17.11.2007 r. N 781 «O06 yTBepxaeHUH
[Tonoxenuss o0 obOecnieueHnH OE30MACHOCTH MEPCOHANBHBIX JaHHBIX MPU HUX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX).

1.2. B nmouarue wuHPOPMAIMOHHON O€30macHOCTH  00pPa30BaATEIHLHOTO
YUPEXKIIEHUSI BXOJUT CHCTEMa Mep, HamlpaBieHHas Ha 3alluTy WH(OPMALMOHHOTO
IPOCTPAHCTBA U TEPCOHAJBHBIX JAHHBIX OT CIy4alHOTO WJIM HaMEepEeHHOTO
MIPOHUKHOBEHUS C LIEbI0 XUIICHNUS KaKUX-TMOO JTaHHBIX WIM BHECEHUS M3MEHEHHI
B KOH(UTrypamuio CHCTEMBbI, 3aluTa 00pa30BaTEIBHOrO Ipolecca OT JHObIX
CBEICHMI, HOCSAIIMX XapakTep 3alpelieHHONW 3aKOHOM MpoMaraHibl, WM JTHOOBIX
BUJIOB PEKJIaMBbI.

1.3. B cocTaBe MaccuBOB OXpaHsEMOU 3aKOHOM MH(OpPMAIUHU, HAXOIALIEHCS B
pacnopsbKeHUH 00pa30BaTENbHOTO YUPEKACHUS, MOYKHO BBIJICTUTH TPU TPYIIIIHI:

o TEPCOHAJIbHBIE CBEJICHUS, KacCalolMecs y4alluxcs W MpernojaBaTesei,
orppOBAHHBIC APXUBHI;

¢ HOY-Xay 00pa30BaTeIbHOTO MPOIIECCa, HOCAIINE XapaKTep UHTEIUICKTYalIbHON
COOCTBEHHOCTH U 3aIIUILIEHHBIE 3aKOHOM;



o CTPYKTYypUpOBaHHas yueOHas uHdopmarus, oOecrieunBaroas
oOpa3zoBaTenbHbIH TMpolriecc (OMONMMOTEeKH, ©0as3pl JaHHBIX, OOydYarolue
IPOrPaAMMBI).

1.4. O0Gs13aHHOCTSIMU JIUI], OTBETCTBEHHBIX 3a 3alTUTy WH(GOPMAINH, TOJDKHO
CTaTh COXPAHEHHE JTAaHHBIX B LIETOCTHOCTU M HEMPUKOCHOBEHHOCTH M OOEcCreueHue
uX:

. JOCTYIHOCTH B JI000€ Bpems i J1I00O0Tro
aBTOPU3MPOBAHHOI'OIIOJIB30BATES,
. 3alIUTHI OT JIFOOOM yTpaThl WM BHECEHHUS
HECAHKLIIMOHUPOBAHHBIX U3MECHECHU;
. KOH(QUACHIINAIBbHOCTH, HETOCTYITHOCTH JJISl TPEThUX JIMII.

2. Yrpo3bl uH(pOpPMAIUOHHOH 0€30MACHOCTH.

2.1. Oco0eHHOCThIO YIpO3 CTAHOBUTCS HE TOJIBKO BO3MOXXHOCTH XHIIICHUS
CBEICHUI WJIM MOBPEXKIECHNE MACCHBOB KAaKUMH-TMOO CO3HATEIHHO ICHCTBYIOIINMU
XaKEPCKUMH TPYIITUPOBKAMH, HO M caMa JeSTEINbHOCTh MOJPOCTKOB, HAMEPEHHO, TIO
3]IOMY YMBICAY WJIM  OMIMOOYHO CHOCOOHBIX TMOBPEAUTH  KOMIIBIOTEPHOE
000py10BaHUE WM BHECTH BUPYC.

2.2. I'pynnsl 00BEKTOB, KOTOPbIE MOTYT MOJBEPIHYThCS HAMEPEHHOMY WM
HEHAMEPEHHOMY BO3JEHCTBHIO:

. KOMIBIOTEpPHAsE TEXHUKA W JIpyrue amnmapaTHble CpelCTBA, KOTOphIE
MOTYT OBITh TTOBPEXICHBI B PE3YyJIbTaTe MEXAaHUYECKOTO BO3ICHCTBHSI, BUPYCOB,IO
MHBIM MIPUYMHAM;

. IpOrpaMMbl, HKCIOJIb3yeMble [JIs1 oOecreyeHus: paboToCnocoOOHOCTH
CHUCTEMBbl HJIM B 0O0pa3oBaTeNbHOM IpOLIECCe, KOTOpble MOTYT IOCTpajaaTh OT
BHPYCOB WJIM XaKEPCKUX aTaK;

. JTaHHBIC, XpPaHUMbIC KaK Ha JKECTKMX JUCKAaX, TaK M HAa OTICIHHBIX
HOCHUTEJISIX;

. caM IepcoHal, OTBeYarouuii 3a paboTocnocoOHoCTh I T-cucrewm;

. JIETH, TIOABEPKCHHBIC BHEIIHEMY arpecCUBHOMY HWH()OPMAIMOHHOMY

BIIUSIHUIO M CTIOCOOHBIE CO3/IaTh B IIKOJIE KPUMUHAIBHYIO CUTYAITHIO.
2.3. Yrpo3bl, HampaBJieHHbIE Ha MOBPSXKACHHE JOOOr0 M3 KOMIIOHCHTOB
CHUCTEMBI, HE 3aBUCSIINEC OT HAMEPEHUS TIEPCOHAJIA, YIAIIUXCS WIH TPEThUX JIHII:

. Jr00BIC  aBapHiiHBIE  CHUTyalldd,  HampuMmep, OTKITIOUCHHE
DJIEKTPOIHEPTUHN WIIH 3aTOTUICHUE;

. OIUOKH MEePCOHAIIA;

. cOou B paboTe mporpaMMHOTO OOCCIICUCHHS;

. BBIXOJI TEXHUKH U3 CTPOSI;

. po0JieMbl B pa0OTE CUCTEM CBSI3H.

3. CrocoobI HCCAHKIIMOHUPOBAHHOI'O HOCTYIIA.



3.1. Yenoeueckuit. HMudopmanmss MoXeT OBITh TOXHUILIEHA IyTEM
KOTTMPOBAHUS HAa BPEMEHHBIC HOCHUTENH, TIEPETpaBiCHA MO JICKTPOHHON MOYTE.
[Ipy Hanuumu OOCTyma K cepBepy H3MEHEHuss B 0a3bl JaHHBIX MOTYT OBITh
BHECEHBI BPYUHYIO.

3.2. Ilporpammuseiii.  [Ing  XumieHud  CBEACHH UCIOJIb3YIOTCS
CHeIHAbHBIE TMPOTrPaMMbl, KOTOpbIE O00ECIeYMBAIOT KOMUPOBAaHUE MapojeH,
KOMMpPOBAaHWE ¥  MepexBar uH(OpManuu, TepeHampaBieHue  Tpaduka,
nemr@poBKy, BHECEHUE N3MEHEHHUH B pab0Ty WHBIX IIPOTPaMM.

3.3. AnmapatHblii croco0 CBsS3aH WJIH C HCIIOJIB30BAHHEM CIICIUATBHBIX
TEXHUYECKUX CPEJCTB, WM C MEPEeXBAaTOM HJIEKTPOMATHUTHOTO H3IY4YCHHS IIO
pa3IMYHBIM KaHallaM, BKJIIO4ast TeJIeOHHBIE.

4. O cMCTEMHOM aMHUHUCTPUPOBAHNH U 00SI3aHHOCTAX
OTBETCTBEHHOI0 32 HH(POPMALMOHHYIO 0€30IIaCHOCTb.

4.1 3amaum CBsS3aHHBIE C MEpaMU CHUCTEMHOTO aJMUHHCTPUPOBAHMS,
o0ecneunBaroIero HHPOPMaMOHHYI0 O€30MacHOCTh SIBJISIOTCS 4acThio PabOThHI
OTBETCTBEHHOTO 3a HH(POPMAIMOHHYIO 0€30MacHOCTh MO  OOCIY>KHUBAHUIO
KOMIIBIOTEPHOU TEXHUKHU Y UYPEKICHNUM.

4.2 Jlna peuieHus 3amady MHGOPMAIIMOHHON 0€30MacCHOCTH OTBETCTBEHHBIN
3a UH(GOPMAIMOHHYIO 0€30MaCHOCTD JJOJKEH:

4.2.1 Cneautsb 3a cobOnrogeHneM TpeOOBaHUI MO MApOIBLHOM 3aIUTE, B TOM
Yyclieé OCYIIECTBISATh WM3MEHEHHME TMapoJieii mo mepe HeoOxomumocTu (yTpara
napoJisi, MOSBJICHHE HOBBIX IOJB30BATENEl B CBA3M C H3MEHEHHEM KaJpOBOTO
coCTaBa U 1p.)

4.2.2 ObecrieunBaTh (PYHKIMOHHUPOBAHUE MPOTPAMMHO-AMIAPATHOTO
KOMILJIEKCA 3aIIUThI IO BHEITHUM IU(GPOBBIM JTUHUSM CBSI3U.

4.2.3 OOecrieunBaTh MEPONPUATHUS IO AHTUBUPYCHOM 3aluTe, Kak Ha
YpOBHE CEpBEPOB, TaK U HA YPOBHE MOJIb30BATENIEH.

4.2.4 O6ecnieunBaTh HOpMAJIbHOE (DYHKIIMOHUPOBAHUE CUCTEMBI PE3EPBHOTO
KOIUPOBAHUSI.

5. Ba3bl JaHHBIX.

5.1. ba3pl maHHBIX mojyIexaliue 3aumre BHocsITcs B «Peectp 6a3 maHHBIX
MOJIIeKATX HH(OPMAITMOHHOM 3aIIUTE.
5.2. Bce mporueaypbl 0 HUCTIOIB30BAHUIO U OOCITY)KMBAaHUIO 0a3bl JaHHBIX
OCYIIECTBIISIET OTBETCTBEHHBIN 3a BeJleHNe 0a3bl JaHHBIX. B ToM ynce:
® pe3epBHOE KOIIMPOBAHMUE,
® TIEPUOAUNYECKUN KOHTPOJb UCIIPABHOCTH PE3EPBHBIX KON,
® [OJKJIKOYEHNE U OTKIIOUECHHE MOJIb30BATEIIEH;
® BHECEHHME U3MEHEHHH B CTPYKTYpY 0asbl, a Takke usmeHeHui B «Peectp 6a3
JaHHBIX TOJJICKAIINX HHMOPMAIMOHHOM 3alIuTe», MPH HEOOXOAMMOCTH
(u3MeHeHHe cTeneHN KOH(PUACHINAIbHOCTH, MECTa PACHOJIOXKEHUS U T.1.);
IpoYKe BUJIBI pabOT CBSI3aHHBIX C IaHHOM 0a30il.



5.3. B cayuae ecnu 06a3za JaHHBIX TpeOyeT NapOJIbHOW 3alllUThl, TO
OTBETCTBEHHBIN 3a 0a3y JaHHBIX PYKOBOJCTBYETCS TPEeOOBaHHSIMH pasfena 6
«CucreMa ayTeHTH(PUKAIIMI) HACTOSIIIETO TOKYMEHTA.

6. Cucrema ayreHTH(UKAIUH.

6.1. Ha Bcex IIK wucmoms3dyercs WINDOWS XP PROFESSIONAL,
WINDOWS 7, WINDOWS 8.

6.2. [ia uCcronb30BaHMS JIOKAIBHOW BBIYMCIUTEIHHONH CETH B Y4eOHOM
Ipolecce HCIONB3YIOTCS TPYNIoBas HACHTU(UKALUS: TI0JIb30BaTENb-yUCHHUK,
MOJIb30BATENNb YYHUTEIb, AIMUHHCTPATOp C pa3rpaHMuEHHEM IpaB JOCTyNa K
nankam (¢aiioBoro cepaepa.

6.3. lns Bcex monb3oBaTenell 0a3 NaHHBIX YCTAHABIIMBAIOTCS YHUKAJIbHBIC
naposu. 6.4. IleprnoanyHOCTh MJIaHOBOM CMEHBI NapoJiei 1 pa3 B Havyasie yueOHOro
roga. 6.5. YcraHoBUTH OJIOKMPOBKY YYETHOW 3amluCH TIOJb30BaTENCH MpH
HEIpaBUILHOM Habope maposist 0osiee MATH pas.

6.6. YcrtaHoBUTH OJOKMPOBKY OJKpaHa W KJIaBHATYpbl TMPU OTCYTCTBUHU
aKTUBHOCTHU IOJIb30BaTENsl Ha paboueM Mecte Oosiee 30 MUH., C MOCIAEAYIOIIUM
BBOJIOM MapoJis ais pazonokuposanus [1K.

6.7. O0s3aTh TONB30BATENICH OCYIIECTBIIATh BBIXOA M3 0a3bl JaHHBIX, €CIU
IJIaHUPYETCs OTCYTCTBHE HAa paboueM mecte 6osee 1,5 dyacos.

6.8. O0s13aTh TOJIb30BATENICH HE pa3IiiallaTh CETEBbIE PEKBU3HUTHI (MMEHA U
naposiv) Ajs JocTyna K MH(OpPMalMOHHBIM pecypcaM, a TakKe XpaHUTh UX B
HEIOCTYITHOM MECTE.

6.9. OOcnyxuBaHHUE  CHCTEMbl  AyTCHTH(PUKAIUU  OCYIIECTBISIOT
OTBETCTBEHHBIC 3a 0a3bl TaHHBIX.

/. 3ammTa Mo BHEIHMM HU(POBBIM JIUHUAM CBSI3H.

7.1. B umensix yMEHbIIEHUS pUCKA TMOBPEKIACHHUS MPOTPAMMHOTO
obecrniedeHrs U yTepu MH(OpMAaIMU, JOCTYN U3 BHYTPEHHEH CETH BO BHEUIHIOIO
(MuaTepHeT, »SJEKTpOHHAs TOYTa) OCYILIECTBIACTCS Yepe3 KOMIBIOTEPHI C
YCTaHOBJICHHBIMHU OpPIHIMAy>pOM U aHTUBHUPYCOM.

7.2. 3ampelieHo HECAaHKIMOHWPOBAHHOE WCIOJIb30BaHUE MOJAEMOB HIIH
nHbIX cpencTts pocryna ¢ IIK, moakimrouyeHHbIX K BHYTPEHHEW CETH, BO BHEIIHHE
CETH.

7.3. IlogkatoueHne MKOJIbHBIX pab0UYMX CTAHIMHA K BHEIIHUM JIMHUSIM CBSI3U
MIPOU3BOJIUTCS B JIOKAJIbHOW BBIYMCIHUTENILHON ceTh mo mpoTokojiaM Ethernet u
WiFi.

7.4. 3anpenieHo MOIKIIYCHUE PA3IMUYHBIX MOOUIBHBIX YCTPOUCTB (JIMYHBIX
Tese()OHOB, IJIAHIIETOB M JPYTUX raTKEeToOB) K mKkoyibHoU cetr WIFI.

8. 3amuTa OT HECAHKIIMOHUPOBAHHOTO MOAKJIIOYEHHS U pa3MellleHHe
AKTHBHOTI'O CETEBOI0 000PYy/10BaHMSI.



8.1. llIxonpHbIit\e cepBep\a pa3MernaroTcs B KaOMHeTe HH)OPMATUKH ITPH
OTCYTCTBHH CITCITUATBHO BBIJICJICHHON CEPBEPHOM.

8.2. Jloctyn Kk cepBepy OrpaHUYEH MapojeM, KOTOPBIM U3BECTEH TOJIBKO
OTBETCTBEHHOMY 3a HMH(OpPMAIMOHHYIO O€30MacHOCTh, OTBETCTBEHHOMY 3a
nH(pOpPMaTU3ALIHIO.

8.3. Poyrteprl, TOYKM [OCTyma © TMpoyee aKTHUBHOE CETEBOE
o0OpylOBaHUE JOJDKHO pacmojaratbCsi B MeECTaXx [0  BO3MOXHOCTH
UCKJTIOYAFOIINX CBOOOIHBIA OCTYTI.

9. Ipouenypa yBoJibHEHHUSI COTPYIHUKOB MMEIOIIMX TOCTYI K CETH.

9.1. B caydae KaIpoBbIX TIEPECTAaHOBOK W H3MEHECHHH BCe
OTBETCTBEHHBIC 3a 0a3bl JaHHBIX IIePEeHa3HAYAIOTCS IPUKA30M JTUPEKTOPa,
HOBBIM COTPYJHHMKaM TIPEJIOCTABIISIIOTCS JIOTHHBI W MApOid ISl JAOCTYyIa K
0a3aM JaHHBIX.

10. AHTHBHMpPYCHASI 3aIUTA.

10.1. Ha ocnoBanuu I[lpaBui monbp30BaHMsI BHEIIHMMU CETEBBHIMU
pecypcamu (MHTEpHET, 37€KTpOHHAs 1oYTa U T.J.) HE JIoIycKaeTcs pabora 0e3
OpraHu3alliyd AaHTUBUPYCHOM 3alIUThl. AHTUBUPYCHAS 3alllUTa OPTaHU3YEeTCs Ha
ypOBHE paldouMx CTaHIMKA W cepBepa TMOCPEACTBOM  JHUIEH3MOHHOTO
aHTUBUPYCHOT'O IPOIPaMMHOr0 00ecIeyeHusl.

10.2. O6HoBNIEHNE 6a3bI UCIIOJIB3YEMOTO AaHTUBUPYCHOTO MPOTPAMMHOTO
o0ecrniedeHurs OCYIIECTBISIETCSI aBTOMAaTUYECKH He pexe | pasa B JeHb.

10.3. 3a cBoeBpeMEHHOE OOHOBJICHHE AHTHBHPYCHOTO MPOTPAMMHOTO
oOecrieueHus: 0OTBEYAeT OTBETCTBEHHBIN 32 MH(DOPMAIMOHHYIO 0€301TaCHOCTb.



	1. Общие положения.
	2. Угрозы информационной безопасности.
	4.  О системном администрировании и обязанностях ответственного за информационную безопасность.
	5. Базы данных.
	6. Система аутентификации.
	7. Защита по внешним цифровым линиям связи.
	8. Защита от несанкционированного подключения и размещение активного сетевого оборудования.
	9. Процедура увольнения сотрудников имеющих доступ к сети.
	10. Антивирусная защита.

		Рогоза Екатерина Николаевна
	Я являюсь автором этого документа




